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Context of this Work A\‘("

Imagine: Facebook wants to host its user database on Amazon’s cloud
service platform.

m The user database is huge and contains highly sensitive information,
maybe even company secrets.

m Queries made to the outsourced database must be very efficient
(therefore simple encryption is not an option).
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Context of this Work A\K"

We need to investigate the security (using formal models) of efficient
solutions for data outsourcing.
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A Model for Outsourced Data A\‘("

d, K Enc(d, K)
A e [ ]

q,K Tq Enc(d, K)
Client . Server
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q(d)
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Definitions A\KIT

(G} Server

¢ Client

Q Set of all allowed queries
TeQ One query from the set

viewg(Enc(d, K))  Server view for query 7; on encrypted database d
(Gen, Enc, Dec, Q) A queryable outsourcing scheme
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II:E,::;sting Solutions and their Security: ﬂ(IT

Definition (Private Information Retrieval)
A queryable outsourcing scheme (Gen, Enc, Dec, {r}) exhibits
Computational Single-Server Private Information Retrieval (PIR) when two
conditions hold for any n € IN, any security parameter k € IN, and any
data set d over ¥ = {0,1}"™:

@ Correctness: Vi € {0,...,n—1} : 7¥(d) = d[i].

@ Privacy: Ve € IN,i,j € {0,...,n—1},VA3K € N such that Vk > K

[Pr[A(viewZ (Enc(d, K))) = 1] — PrlA(viewg (Enc(d, K))) = 1] < L
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II:E’:(:tmg Solutions and their Security: A\‘(lT

PIR is great, since it guarantees that queries are completely hidden ...
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E::(:tmg Solutions and their Security: A\‘(lT

PIR is great, since it guarantees that queries are completely hidden ...

...but PIR can not be realised efficiently ...
...and gives no guarantees concerning the data.
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EX|s,t|ng Solutlops and their Security: AT
Goh’s construction [3]

Security Game (IND-CKA{gen £nc.q))

@ The experiment chooses a key K < Gen(1%) and a random bit
b < {0,1}.

@ The adversary A is given input 1% and access to an oracle
viewg (Enc(-, K)).

@ A outputs two plaintexts mg and my of the same length to the
experiment. The adversary must not have queried the oracle for
words that are only in one of the two plaintexts.

@ A is given Enck(mp) and access to an oracle view (Enc(mp, K))
@ A submits a guess b’ for b.

The result of the experiment is 1 if b’ = b and 0 else.
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EX|s,t|ng Solutlops and their Security: AT
Goh’s construction [3]

IND-CKA restricts the adversary to allow for an efficient realisation .. .
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EX|s,t|ng Solutlops and their Security: AT
Goh’s construction [3]

IND-CKA restricts the adversary to allow for an efficient realisation .. .

... but in a very specific way which may no be suited for other schemes ...
...and it also gives no guarantees concerning queries.
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Existing Solutions and their Security AT

There are multiple different and specifically tailored security notions for
outsourcing schemes. They are hiding parts of the data, parts of the
queries, or a combination of both.
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Existing Solutions and their Security g\(lT

This makes comparing different schemes nearly impossible!

...S0 we need a general framework to instantiate security notions from,
which fits more schemes.
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A Unified Framework AT

What do we even want to hide?
@ Queries: Query Privacy
m Results: Result Privacy
a The data itself: Data Privacy
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A Unified Framework: Privacy of Queries ﬂ("

Security Game (Q- IND(Gen Enc,a)(K))
@ The experiment chooses a key K < Gen(1%).
@ A <« viewg (Enc(-, K)).
@ (9.91) < A. q and g; must yield protocols T4, and mq, with the
same number of protocol messages.
@ The experiment draws a random bit b < {0,1}.

@ Challenge oracle: A < wewa( Enc(-, K)). The oracle takes any
data setd € A as input, /nternally runs the protocol 7, on
Enc(d, K), and outputs V|ew " (Enc(d, K)) to the adversary.

® A outputs a guess b for b.

The result of the experiment is 1 if b’ = b and 0 else.
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A Unified Framework: Privacy of Queries &‘(lT

This is equivalent to PIR!
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A Unified Framework: Privacy of Queries &‘(lT

Security Game (Q-IND{éen’Enc,Q) (k)
@ The experiment chooses a key K < Gen(1%).

@ A <« viewg (Enc(-, K)). A is only allowed to query the oracle for a
total number of ny times.

@ (q0, 91) < A. (qo, q1) is restricted with regard to equivalence relation
Ry C 12, i.e.(qo,q1) € Ry.

@ The experiment draws a random bit b < {0, 1}.

@ Challenge oracle: A + viewg""(Enc(-, K)). A may call the challenge
oracle for a total number of n» times.

@ Run oracle: A < rung (Enc(-, K)). The run oracle executes queries
just as the view oracle does, but has no output. A is allowed to call
the run oracle for a total number of ns times.

@ A outputs a guess b for b.

Literatur

Dirk Achenbach, Matthias Huber, Jorn Muller-Quade, Jochen Rill —
Closing the Gap: A Universal Privacy Framework for Outsourced Data 3. September 2015 15/23




A Unified Framework: Privacy of Data \W(“

Security Game (D- IND(Gen Enc,q)(K))
@ The experiment chooses a key K < Gen(1%).

@ A < viewg (Enc(-, K)). The oracle takes a query q and a data set d
as input and returns viewg' (Enc(d, K)).

@ (dy, di) < A (both of equal length).
@ The experiment draws a random bit b < {0,1}.

@ Challenge oracle: A < viewg (Enc(dp, K)). That is, the oracle takes
any query q such that Ty € Q as input internally runs the protocol T
on Enc(dp, K), and outputs viewg (Enc(dp, K)) to the adversary.

® A outputs a guess b for b.

The result of the experiment is 1 if b’ = b and 0 else.
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A Unified Framework: Privacy of Data &‘(lT

Security Game (D-lND{gemEnc’Q) (k))
@ The experiment chooses a key K < Gen(1%).

@ A < viewg (Enc(-, K)). A is only allowed to query the oracle for a
total number of ny times.

@ (dy,d;) < A. (dy,d;) is restricted with regard to equivalence relation
Ry C A2, ie. (do, d1) € Ry

@ The experiment draws a random bit b <— {0, 1}.

@ Challenge oracle: A «+ viewg (Enc(dp, K)). A may call the challenge
oracle for a total number of n> times.

@ Run oracle: A < rung (Enc(dy, K)). The run oracle executes
queries just as the view oracle does, but has no output. A is allowed
to call the run oracle for a total number of ns times.

@ A outputs a guess b’ for b.
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A Unified Framework

a Q-IND <~ D-IND
a D-INDAQ-IND < R-IND
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A Unified Framework AT

a PIR (Chor et. al [1]) <= Q-IND
@ Indsse (Curtmola et al. [2]) = D-IND
® D-IND AQ-IND = Indgse
a D-IND = IND-CKA

. Privaé{”‘éic(k) (Haynberg et al. [4]) <= D-IND
@ IND-ICP (Huber et al. [5]) < Static Security
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Conclusion A\KIT

a We strictly separated and formalised security goals for data
outsourcing.

a We generalised our formalisation to capture mechanisms with
weaker security properties.

a Our framework is applicable for all outsourcing schemes (i.e.
searchable encryption or database outsourcing).

a Our framework makes the security of different schemes compareable.
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Future Work A\KIT

a Investigate simulation based formulations and their relation to game
based notions.

m Investigate relations among the generalised notions.

a Investigate limitations of “pure” Data Privacy for practical outsourcing
schemes.
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